General Dynamics Information Technology
U.S. - EU/EEA and Switzerland Safe Harbor Privacy Statement
General Dynamics Information Technology, Inc. (“GDIT,” or “we”) make reasonable efforts to protect
Personal Data transferred from the European Union (EU)/European Economic Area (EEA) and
Switzerland to GDIT’s operations in the United States (U.S.). This Privacy Statement sets forth the
standards under which GDIT will treat such Personal Data.
GDIT complies with the Safe Harbor Privacy Principles set forth in the July 2000 Safe Harbor framework
developed and agreed to between the EU/EEA and Switzerland and the U.S. Department of Commerce.
GDIT certifies that it adheres to the Safe Harbor Privacy Principles of notice, choice, onward transfer,
security, data integrity, access, and enforcement. For more information about the U.S. - EU/EEA and
Switzerland Safe Harbor Program, please go to the U.S. Department of Commerce's website at
http://www.export.gov/safeharbor.
DEFINITIONS
“Data Subject” means the individual to whom any given Personal Data covered by this Privacy
Statement refers.
“Personal Data” means information relating to an identified or identifiable natural person (‘data

subject’). An identifiable person is one who can be identified, directly or indirectly, in particular by
reference to an identification number or to one or more factors specific to his physical, physiological,
mental, economic, cultural or social identity.”

“Processor” means a natural or legal person, public authority, agency or any other body which
processes personal data on behalf of the controller (GDIT).
“Sensitive Personal Data” means Personal Data regarding any of the following:
• Health or medical condition;
• Racial or ethnic origin;
• Political opinions;
• Religious or philosophical beliefs;
• Trade union membership; or
• Sex life.
“Third Party” is any natural or legal person, public authority, agency or any other body other than the
data subject, the controller, the processor and the persons who, under the direct authority of the
controller or the processor, are authorized to process the data.
SCOPE AND RESPONSIBILITY
This Privacy Statement applies to the collection, use, and disclosure in the U.S. of Personal Data of

employees (current and former), dependents, beneficiaries, applicants, consultants, and contract
workers located in the EU, transferred from countries in the EU/EEA and Switzerland to GDIT’s
operations in the U.S.
All employees of GDIT that have access to such Personal Data in the U.S. are responsible for conducting
themselves in accordance with this Privacy Statement. GDIT employees responsible for engaging third
parties to handle Personal Data covered by this Policy on behalf of GDIT (e.g., temporary staff,
independent contractors, sub-contractors, business partners, or vendors) are responsible for obtaining
appropriate assurance that such third parties have an obligation to conduct themselves in accordance
with the applicable provisions of this Privacy Statement.
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Failure of a GDIT employee to comply with this Privacy Statement may result in disciplinary action up to
and including termination.
SAFE HARBOR PRIVACY PRINCIPLES
GDIT has adopted the U.S. Department of Commerce’s Safe Harbor Privacy Principles, as set forth
below, with respect to the Personal Data described in the “Scope and Responsibility” section of this
Privacy Statement that is transferred from countries in the EU/EEA and Switzerland to GDIT’s operations
in the U.S.
Notice
GDIT collects, uses, discloses, and disposes of Data Subjects’ Personal Data for business purposes,
including:
-

Determining, evaluating, and implementing employment-related actions and obligations.
Designing, evaluating, and administering compensation, benefits, payroll, training, and other
human resource programs.
Monitoring and evaluating employee conduct and performance.
Implementing security programs and policies.
Maintaining facility and employee security, health, and safety.
Collecting and conducting accounting, auditing, and financial transactions and analyses.
Collecting and storing customer information in compliance with our contractual and legal
obligations.
Facilitating business communications, negotiations, and transactions.
Cooperating with law enforcement and other governmental agencies.

Candidates for Employment with Clients. GDIT provides a wide variety of services and solutions to its
business clients (“Clients”) that facilitate the selection, hiring, and internal mobility of individual candidates
for specific employment (“Candidates”). In some instances, GDIT may obtain access to Personal Data
about such Candidates in the course of providing the services and solutions. In other specific instances,
GDIT may also obtain access to data about our Clients' existing employees or end users in the course of
providing support services to the Clients (“End Users”). Such data may include contact details, work
history, educational history, work preferences, and other information, depending on the particular Client
and application at issue. Wherever we obtain access to Personal Data about Candidates or End Users,
we are acting as a data processor on behalf of our Clients, and we therefore conduct such activities
strictly in accordance with their instructions and pursuant to our contractual arrangements with them. If
you are a Candidate for employment with one of our Clients, or an End User with an existing relationship
with one of our Clients, you should refer to the Client's website or human resources manager to
understand the privacy practices that apply to Personal Data that we may maintain about you. Moreover,
if you would like to access and review your Personal Data, you should contact our Client (your potential or
existing employer) with any such requests. We will cooperate as appropriate with requests from our
Clients to assist with such responses.
GDIT may disclose Data Subjects’ Personal Data to third parties acting as its agent such as consultants,
accountants, auditors, lawyers, benefit vendors, and financial services vendors.
Access
Data Subjects have the right to access Personal Data about them that GDIT holds and will be able to
correct, amend, or delete such Personal Data if they can demonstrate it is inaccurate (except when the
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burden or expense of providing access would be disproportionate to the risks to their privacy, or where
the rights of persons other than Data Subjects would be violated).
Choice
The company will notify Data Subjects before (a) disclosing their Personal Data to any Third Party or (b)
using their Personal Data for a purpose that is incompatible with the purpose(s) for which the Personal
Data was originally collected or subsequently authorized by the Data Subject. That notice will provide
Data Subjects with instructions on how they can opt out of such disclosure or use.
If GDIT collects Sensitive Personal Data, GDIT will not (a) disclose that information to a Third Party or (b)
use that information for a purpose other than that for which the information originally was collected or
subsequently authorized by the Data Subject, unless the Data Subject provides prior, explicit consent.
A Data Subject’s decision to opt out of, or refusal to consent to, a particular use or disclosure does not
mean that Personal Data already collected will be erased or deleted or that GDIT cannot continue to use
or disclose the information already collected for the purpose(s) for which it originally was collected or
subsequently authorized by the Data Subject or, with respect to non-Sensitive Personal Data, for
compatible purposes.
Onward Transfer
Except as otherwise explained in this Privacy Statement, GDIT will transfer Personal Data only to (a) an
entity that a Data Subject has specifically authorized to receive the data (and its designated
representatives), or (b) Third Parties acting as GDIT’s agents (e.g., service providers that help host or
support GDIT's web site, or that otherwise provide technical assistance). Furthermore, GDIT will transfer
Personal Data only to such third parties provided that they (a) are located in a jurisdiction subject to the
EU Data Protection Directive or with privacy laws considered to be adequate by the European
Commission, (b) subscribe to the Safe Harbor Privacy Principles, or (c) have given us contractual
assurances that they will provide at least the same level of privacy protection as is required by this
Privacy Statement and the Safe Harbor Privacy Principles.
With respect to transfer to its agents, GDIT will transfer only the Personal Data needed for an agent to
deliver to GDIT the requested product or service. The agent will be prohibited from using such Personal
Data for any other purpose and will be required to maintain commercially reasonable security measures
to protect the confidentiality and security of that Personal Data.
Security
.

GDIT takes reasonable physical, technical and organizational measures to protect the security of Data
Subjects’ Personal Data. Such Personal Data is subject to restricted access in our offices. Only
employees who need the information to perform a specific job are granted access to Personal Data.
Furthermore, all employees are regularly informed about our security and privacy practices. When new
policies are added, our employees are notified and/or reminded about the importance we place on
privacy, and what they can do to protect our users' and customers' Personal Data. Finally, we maintain
reasonable physical, technical, and organizational measures to make sure that the servers on which we
store Personal Data are kept in an access restricted, physically secure, and monitored environment.
Data Integrity
GDIT collects only Personal Data that is necessary for the purposes described above and, with respect to
non-Sensitive Personal Data, for compatible purposes. GDIT takes reasonable steps to ensure that the
Personal Data it collects is accurate, complete, current, and reliable for its intended use.
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Enforcement
GDIT will periodically review and verify its compliance with the Safe Harbor Privacy Principles, and
remedy issues arising out of any failure to comply with the Safe Harbor Privacy Principles.
Data Subjects with inquiries or complaints regarding GDIT’s collection, use, disclosure, or transfer of their
Personal Data should first contact GDIT at: privacy@gdit.com.
If you do not receive timely acknowledgment of your complaint, or if your complaint is not satisfactorily
addressed by GDIT, and your inquiry or complaint involves human resources data, you should contact the
EU Data Protection Panel Secretariat at:
European Commission, Directorate General Justice, Data Protection Panel
B-1049 Brussels, Belgium
Telephone: (32-2) 299.11.11
Fax: (32-2) 298.80.94
email: ec-dppanel-secr@ec.europa.eu
The EU Panel’s Complaint Form is available at http://ec.europa.eu/justice/data
protection/document/international-transfers/adequacy/files/ussh/complaint_form_20130206_en.pdf

If your inquiry or complaint does not involve human resource data, please visit the BBB EU SAFE
HARBOR web site at www.bbb.org/us/safe-harbor-complaints for more information and to file a complaint.

LEGAL DISCLAIMER
We may disclose Personal Data when required by law or in the good faith belief that such action is
necessary in order to conform to the edicts of the law, comply with legal mandates, enforce the terms of
use of our websites, or to protect the rights, property, or personal safety of GDIT, its users and the public.
QUESTIONS
If you have any questions about this Privacy Statement, or if you would like to request access to Personal
Data that we may maintain about you, please contact: GDIT Privacy Office (privacy@GDIT.com).
Effective Date: July 18, 2013
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